Ethics and confidentiality  VTS questions
Note that ‘correct’ ethical answers change with time. Therefore proper advice should always be sought

1. A solicitor requests a copy of all the records of a patient. He encloses a copy of the patients consent. What information should you know before you comply?


What are the principles of consent?

Informed written consent.

Is the patient aware of the consequences. Ie what will be disclosed and to whom and the reason for the disclosure

Why is info required – relevant to what is disclosed

 Who is he acting for. 

Any action contemplated against you

Do not lie

DISCLOSURE WITH CONSENT

THE 4 PRINCIPLES OF CONSENT

INFORMATION what are they agreeing to, what are the alternatives, ?how much info to give, how to give the information. Cannot rely on the patient to ask if he does not know. The rifgt amount to give will vary from patient to patient. Try to imagine what information a reasonable person in the same situation would want to know

DECISION MAKING CAPACITY. Competence linked to autonomy. A competent person is autonomous and vica versa. A person is competent if able to understand the information, understands a decision is required, understands that the decision will affect them. Now accepted that copmetance is not rigid. A person may be ok to make one decision but not another. So is this person competent to make this specific decision

VOLUNTARINESS. The decision was not coersed. (you can have this if you agree to that). The doctor may be subtle in coercion – speak nore positively about one treatment over another

DECISION yes or no The patient should actively participate and make an active decision one way or the other – not simply acquiesce to treatment. Must be able to say no or yes without fear of reprisal 

2. An insurance company requests a report on one of your patients. You notice that 10 years ago she was treated for a STD. What are your options?

Informed written consent. Access to medical records. Does patient wish to see report before sent. May be appropriate to phone patient to discuss this. Do not lie in report.
3. You decide to admit a patient with a severe chest infection. The patient is HIV+ve but does not want the hospital to know. What are the issues and what do you do?
DISCLOSURE IN THE PATIENTS INTEREST.

There may be instances when a healthcare professional can share information for the good of the patient. Ie a paramedic when transferring a patient to A+E.

What is clinically necessary is difficult. A consultant may not be able to justify telling a GP that his patient has AIDS.

If failure to pass on info may result in the patient being disadvantaged, then the GMC says the patient must be informed of this.

A competent patient is allowed to refuse information about him to be shared even if his safety is compromised.

If confidential information is disclosed with consent it is up to the person giving that information to emphasise that it is confidential.

4. You diagnose a terminal illness in a patient. Under what circumstances will you tell the relatives and not the patient?

DISCLOSURE IN THE PATIENTS INTEREST.

Must be in the patients best interest. Telling the patient may cause serious physical or mental health deterioration.

5. A patient of yours is a newly diagnosed epileptic. He intimates that he does not want the DVLA to know. What action if any do you take, and why?
DISCLOSURE IN THE PUBLIC INTEREST

Must balance the risk of disclosure against potential harm.

Assess the urgency of the situation

Consider other means of achieving the objective

Inform the patient unless this might increase the possible risk to harm

Limit disclosure to the minimum needed.

Be  able to justify your decision

Inform patient to tell. Write to him to tell. Inform him you will tell DVLA if he does not. Phone DVLA doctor to get up to date information without giving name of patient. Able to breach confidentiality as patient serious risk to society. Your duty to society outweighs duty to patient.

6. You work as an occupational doctor for a tool making company. During a routine pre employment medical you discover that the patient is diabetic. He does not want his prospective employers to know. Being diabetic may be of significance in his workplace. What are your obligations?

Does the Access To Medical Reports Act apply

DISCLOSURE TO EMPLOYERS 

As the GP you are employed by and working for the company. You are obliged to pass relevant information to the employer. The patient should be told this at the start and asked to sign a consent form. If he refuses the consent the exam should not be done. He can withdraw consent at any time. The refusal should be noted.

The Access To Medical Reports Act allows patients the right of access to medical reports to insurance companies or employers prepared by a practitioner who is or has been responsible for the patients care. it therefore does not apply to the occupational health doctor. 

7. A car driver is involved in a RTA. Both the driver and the passenger run away from the scene. The driver is alleged to be guilty of dangerous driving. You treat him for a minor injury sustained in the accident. The police want his name from you, and also the name of the passenger. What do you do?

Road Traffic Act 1977. If a driver is alleged to be guilty of an offence then any person who has info relating to it must tell. Passenger has not committed road traffic offence and therefore name not given.

8. A shoplifter cuts his finger whilst in the act. You treat him. Once again the police want his name. Do you comply?

No. failure to disclose info will not expose the patient or any other person to risk of death or serious harm. Therefore no duty to society. One has to assess severity of crime.

9. A 15 year old girl requests the pill. She does not want her parents to know. What are the guidelines in such a case? In what situations would you contact the parents?
GILLICK COMPETANCE

Mrs Gillick had 10 kids inc 5 daughters. She wanted an assurance that her daughters would not be given contraception without her consent – this was contrary to a DH circular which said that it was upto the doctors discretion whether to prescribe the pill for a child under 16. the case reached the House Of Lords. They focussed on the whether the child could give consent, in which case parental rights did not exist

Fraser competence 1984. 

Can the young parson understand the professionals advice

Can the young  person be persuaded to inform their parents

Is the young person likely to begin, or continue with, sexual intercourse with or without contraception

Will the young persons physical or mental health suffer without contraception

Its in the young persons best interests to have contraception advice or treatment with or without parental consent

10. A patient of yours is HIV+ve. His girlfriend comes in requesting the pill. What do you do?

. If there is a serious and identifiable risk to a 3rd party then you can tell. Obviously need to find out what she knows, ?safe sex, ask boyfriend to tell her first .Follow DVLA sequence above

11. A new-born baby is found abandoned in a skip. The police ask for the names of all your pregnant women with their EDD. What do you do?

No. No duty to breach confidence even when an offence has been committed. Baby is safe. Concern now for mother. Correct action would be for you to investigate. ?visit all mums expecting around this time to ensure it is not them.

12. The health authority is doing an audit. They want a list of all your patients on home O2. Do you comply, and if so ho?

Audit should be ideally carried out by professionals with clear professional obligations to maintain confidentiality

Increasingly these audits are being conducted by 3rd parties on behalf of say the PCT. It is essential that the rules of confidentiality are observed

As a general rule anonymised data can be given. However the debate now is what is anonymised.ie giving DOB, diagnosis, or postcode, may not in isolation identify a patient, but if given in combination will do so.

If data not anonymised then the local ethics committee must give approval

No. Anonymised date only. The recipient of the data is not taking over any clinical responsibility for the patient and therefore does not need to know names.

13. A patient of yours on varenicline (for smoking cessation) becomes depressed and attempts suicide. Should you obtain consent before reporting this?
Doctors have a legal and ethical duty to report drug reactions to the MHRA using the yellow card report. No consent needed. 

14. A signal operator for BR develops periods of confusion whilst at work. Do you tell his employers?

Yes. Your duty to society. Significant and immediate risk to others

15. A patient says she has a retained condom of heroin (brought in through customs) which she wants your help in removing. 

No risk to others. Therefore do not give name to police. Can get condom out but must ensure that heroin is disposed off. ?give contents to police for disposal so no come back on you as accomplice.

16. A female patient of yours tells you that the dermatologist she is seeing at the local hospital has been having a sexual relationship with her. He now wishes to end the relationship. She feels she has been duped and has subsequently found out he is married. She wants him punished so that he does not do this again.

Having a relationship with a patient is deemed unprofessional and serious misconduct

The GP is in a privileged position. Even though we talk about partners in diagnosing and treatment the patient is in reality highly dependant and vulnerable

Now that you know about this it is your duty according to the GMC to report this alleged serious misconduct. This should be reported to a suitable person in the employing authority. In the case of the hospital the Chief Exec of the trust. In the case of general practice to the Chief Exec of the PCT. 

It is not your duty to investigate these claims. You should ask your patient to put this complaint in writing to you with written authority for you to contact the relevant employer. In addition you should ensure that your patient is referred elsewhere for he skin problem.

If you feel that a doctor has: made repeated or serious mistakes,not examined patients properly, misused info on patients, treated patients without taking their proper consent, made sexual advances to patients, misused drugs or alcohol – it is your duty to report him/her

17. Father of a child asks for the child’s records. Parents are separated. You know there is info in the notes about mothers health and references to the child’s distress following access visits.


GP needs to establish if both parents have parental responsibility. The childrens act 1989 gives responsibility to both of they were married when the child was born, if not the father can gain responsibility under that act and the Adoption and Children act 2002. When parents separate both have parental responsibility regardless of who has custody unless a court removes it. If father has parental responsibility he can ask for notes under Data Protection Act 1998.

 Where the patient is a minor the GP must be satisfied that he has consented to this, be incapable of consenting by virtue of immaturity, and that disclosure is in the child’s best interest. 

Whatever you do you must withhold any info relating to a 3rd party ie the mother. Father should be told that  info is being withheld.

18. What is a ‘living will’ and is it legally binding?

A document that sets out a patients wishes if they become seriously ill and unable to communicate

It is not an instrument of euthanasia. It could ask for treatment to be continued

They respect the patients wishes and can help the doctor and relatives at a difficult time

An alternative is to appoint a medical power of attorney 

19. Due to your work in the GU clinic you learn that a patient of yours is HIV+ve. He does not want anyone to know. You find that your partner is about to do a complicated minor op on him. What laws are involved here? What if anything do you do. 

VD act of 1917 and 1974. No disclosure of info learnt from VD clinic. However have to assess risk to others. If your partner is at serious risk then can breach confidence. Ideally ensure that he practices recommended safety procedures for all minor ops

20. You are overspent on your drugs budget. The health authority ask their medical adviser to investigate. He requests the notes of all patients on a particular drug to see if you are prescribing appropriately. Do you comply, and if so how?

Yes. Covered by statute in Terms Of Service. Also covers medical certification. The advisor is acting as an agent for the Health Authority.

21. The police ask for the records of a patient. He is in custody and has been accused of sexual assault on a number of women. What do you do?


Suspect in custody therefore public no longer at risk, therefore need consent of patient or court order. If he were not in custody and you had relevant info that may prevent a serious crime you could disclose

22. QOF fraud check team make a visit and ask to see patient records to confirm that BPs have been done.

BMA have agreed that access to notes is allowed by the visiting team only if they are unable to obtain the info they need from anonymysed notes. Ideally individual patient consent should as a general rule be obtained

23. The daughter of a patient of yours you recently died wishes to see his medical records.

You want to know why. If ?negligence contact the defence union. If it is purely to put her own mind at rest then you can allow access if in your opinion the patient would have permitted it. It is what you think the patient would have wanted that is important.

24. A parent wishes a non therapeutic circumcision to be carried out on his 10 year old son. What are the issues?


Non-therapeutic circumcisions are allowed and have been tested in court (even though some see them as assault). The wishes of the child must be considered. Also both parents must agree. If one says no then it should not be done without a court order.

25. An occupational health doctor requests info about a patients asthma with consent. He is applying to be a volunteer worker at the hospital. The GP notes state that the patient 2 yrs ago was convicted for exposing himself to children. This hospital had children’s wards. Should this go in the report without consent?


GMC allows for situations where disclosure may be in the public interest. Not disclosing may put others at serious harm. The hospital trust is also legally required to check the applicant with the Protection Of Children’s Act register

26. Under what reasons can you remove a patient from your list?

Patient moved outside area and you are not willing to visit there

Irreconcilable breakdown in relationship.

Cannot remove for following reasons:

Pt refuses to change his lifestyle/beliefs ie refuses MMR or not compliant with BP medication

Patient has made a complaint against you

Violence is a particular issue. Zero tolerance policy – but severe emotional distress, mental illness, or physical illness (ie hypo) are all mitigations. Drugs and etoh not mitigating

27. As a GP what are the guidelines about registering you and your family?
GMC recommends that a doctor does not register himself or his family with his practice. Doctors should not treat themselves for mental health problems in particular.

Being registered in your practice may cause conflicts of interest and may result in medical decisions being emotionally driven 

28. A drug company offers to take you on a conference in the US. You will be flown 1st class and stay in a five star hotel. The conference lasts the weekend but you are told the hotel can accommodate you for free for 1 week.

You may accept hositality as long as the main purpose is educational. The amount you receive should be not more than you would normally spent yourself. You should not ask for or accept material rewards from a drug company apart from those of insignificant value. Any hospitality should not influence your prescribing or referring habits

29. A patient you have been treating hands you an envelope at XMAS. You assume it’s a card. Later when you open it you see it’s a cheque for £100 to thank you for the treatment you have given her. What are the implications?

GPs must keep a register of gifts>£100 value. This can be inspected by the PCT

Only gifts which have no connection with the provision of services can be excluded

Need to consider the patients motivation – does giving this gift elevate the patient above the next patient. Will they now expect certain treatment

Is the motivation to try and equalise the GP-Patient relationship

When accepting gifts we are breaking boundaries. A box of chocolates may be a benign break, but £1000 a serious violation

Some regard any gifts as wrong


Erodes the professional GP-pt relationship


Always a subconscious motivation to get ‘good’ treatment


Gift of health too precious to be compared to a bottle of whiskey

30. A 35 yr old patient asks you for a private sick note to say he was off sick with back pain last week. He is not ok back at work. You have not seen him with this problem. He has very limited means and you get on well with him.

OK if confirmed by other medical evidence. Not Ok if not

However deserving the patient is you must NOT distort the medical information – potentially fraud and jeopardises your ability to act as an advocate for just cases

EXCEPTIONS TO CONFIDENTIALITY

· disclosure with the patient’s consent:  if the patient has given permission to disclose confidential information then you are not overriding their autonomy to do so. Patients must be able to understand what will be disclosed, the reasons for the disclosure and the likely consequences.
· disclosure within health care teams:  this is on a strictly ‘need to know’ basis, borne out the duty of beneficence and the growing tendency for health care to be delivered in teams. The consent here might be implicit and need not be express. Where patient refusal to share information is explicit, it must equally be respected.
· disclosure without consent in the patient’s medical interests:  there may be situations where the patient is too ill to ask whether information can be disclosed, or you feel that consulting the patient would cause them harm. 

· Where a doctor believes the person is a victim of abuse and the patient is unable to give or withhold consent to disclose

· Where without disclosure the doctor would not be acting in the best interests of a child who is his patient and incapable of consenting to disclosure

· disclosure in the interests of others: this utilitarian justification only permits limited disclosure to protect specified 3rd parties from risk of identifiable harm. Typical examples here tend to be disclosure to the Driver and vehicle Licensing Authority where a patient continues to drive when unfit to do so, disclosure of a colleague who is putting patients at risk with their illness or condition, and HIV/AIDS. When without disclosure the task of preventing or detecting a serious crime by the police would be prejudiced. When without disclosure the task of prosecuting a serious crime by the police would be prejudiced ie the pt tells you he killed someone 20 yrs ago

· disclosure in connection with legal proceedings:  if a patient is alleging negligence, their medical records will be disclosed in the proceedings. 

· disclosure in accordance with statutory requirements:  certain statutes, such as the Prevention of Terrorism Act require the disclosure of confidential information, but practitioners should always make sure that the disclosure is really necessary. Notification of births, deaths, communicable diseases, abortions


Serious accidents covered under Health and Safety at work act


Acts of treason, terrorism act, Etc. 

· disclosure for the purposes of clinical teaching, research or audit:  it may be necessary for patient records to be discussed in this context, but confidentiality should still be preserved, information should be anonymised as far as this is possible, and consent should be obtained.

ACCESS TO HEALTH RECORDS

Prospective from 1/11/91

Heath record is any info relating to physical/mental health. I.e. inc. practice diary, visit book.

£10 fee.

Patient applies for access.


Latest entry <40 days  - 21 days to disclosure


    ‘’       ‘’    >40 days  - 40    ‘’   ‘’     ‘’

Deny access : 
if deleterious to patients health



If it would reveal info on a 3rd party.

Records of dead, incapable patients, children, may be withheld if doctor believes that it was obtained from patients in the belief that it would not be disclosed.

Following disclosure, if patient wishes changes because of errors then doctor has to make amendments.

If doctor does not agree he still has to note patients comments re inaccuracies in the notes.

ACCESS TO MEDICAL REPORTS ACT  1988

Right of patient to see report for insurance and employment.

Patient has to be told of this right by person asking for report.

If he wishes to see report he has 21 days before doctor dispatches it.

Doctor must keep copy for 6 months in case patient changes his mind.

Patient can ask for changes as per access to health records.

Refusal of disclosure as per access to health records.

DATA PROTECTION ACT 1984

Aims to ensure that data kept on computer is obtained fairly, kept up to date, and stored securely.

Patient entitled to:


Know if data is held on him


Have access to data


Have data corrected/erased where applicable.

Under the act if a patient suffers as a result of inaccurate date, loss of date, or unauthorised disclosure of data, he is entitled to compensation.


I.e. patient who does not get a job/policy cover because report inaccurately filled in from computer information, can sue without proving negligence.

MISC

Caldicott report 1997- Caldicott guardian in every trust to oversee issues of confidentiality

